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E-SAFETY POLITIKAMIZ

E-GUVENLIK OKUL POLITIKASI ve KURALLARI AMAC:

e ULKU ILOKULU, e-giivenlik ¢alismalari ile internet, bilgisayar, diz iistii bilgisayar ve cep
telefonlarin1 kullanirken; 6grencilerin, velilerin ve 6gretmenlerin korunmasini amag edinmistir.

e Internetin ve teknolojinin yasamin énemli bir parcas1 olmasi sebebiyle, herkes, riskleri
yonetme ve strateji gelistirme yontemlerinin 6grenilmesi konusunda bilinglendirilmelidir.

¢ Politikamiz, yoneticiler, 6gretmenler, veliler, tiim personel ve 6grenciler i¢in hazirlanmig
olup, internet erisimi ve bilgi iletisim cihazlarinin kullanimi i¢in gegerlidir.



SORUMLULUKLAR:

e E-giivenlik politikalariin gelismesine katkida bulunmak.

¢ Olumlu 6grenme asamasinda mesleki gelisim i¢in sorumluluk almak.

e Okulu ve igerisindekileri korumak igin e-glivenlik konusunda sorumluluk almak.
e Teknolojiyi glivenli ve sorumlu kullanmak.

e Zarar goriilmesi durumunda tehlikeyi gézlemleyip ilgili birimlere iletmek.
OKUL WEB SITESI:

ULKU ILKOKULU olarak web sitemizde okulumuzun adres, telefon, fax ve e posta adres
bilgileri bulunmaktadir.

e Sitemizde yayinlanan tiim igerikler miidiir yardimcilarimiz tarafindan siteye
konulmaktadir.

e Okulumuzun web sitesi bilgi islem birimimizin sorumlulugunda olup giiglii giivenlik
onlemleri alinmis durumdadir.

e Ogrenci calismalari , velilerinin izinleriyle yayinlanmaktadir.

GORUNTU VE VIDEOLARIN PAYLASIMI:

¢ Paylasilan tiim fotograf ve videolar okul politikasina uygun sekilde okul idaresinin izni ve
onay1 ile paylasiimaktadir.

e Ogrenci icerikli tiim paylasimlarda velilerin izinleri alinmaktadir.

e Veli izni yaninda dgrencinin de izni olmadan fotograf ve video ¢ekilip kullanilmamaktadir.

KULLANICILAR:

e Ogrenciler tarafindan hazirlanacak olan bir video heniiz hazirlanmadan 6nce, bununla ilgili
gorev alan 6grenciler, 6gretmenlerinden izin almalidir.

¢ Paylasilan tiim 68renci bazl etkinliklerde, etkinlik 6ncesinde velilerin izinleri alinmalidir.
e Video konferans, resmi ve onaylanmuis siteler araciligiyla yapilacaktir.

e Kullanicilar, sahsi sosyal medya hesaplarinda, okul 6grencileri ve ¢alisanlarinin yer aldigi
gorselleri, okul yetkili mercileri tarafindan onaylanmadan paylasamazlar.



ICERIK:
e Video konferans yapilirken, tiim kullanicilarin katilabilecegi siteler lizerinden yapilacaktir.

e Video konferans yapilmadan once diger okullarla iletisim kurulmus olmasi gerekmektedir.

e Okul 6grenci ve ¢alisanlarini ilgilendiren/iginde bulunduran tiim igerik, ancak kontrol ve
onay siireclerinden gectikten sonra, paylasima acik hale gelecektir.
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INTERNETIN VE BILiSIM CIHAZLARININ GUVENLI KULLANIMI:

e Internet; bilgiye ulasmakta en dnemli araglardan biri haline gelmisken, bunu okuldaki
miifredat ile iliskilendirerek dogru bilgiye en giivenli sekilde Ogrencilerimizi ve
ogretmenlerimizi ulastirabiliyoruz.

e Internet erisimlerimizi 6grencilerimizin yas ve yeteneklerine gore entegre etmis
durumdayiz.

¢ Tiim okulumuza ait bilisim cihazlarimizi kullanim politikamiza uygun sekilde, gerekli
filtrelemeleri yaparak giivenli hale getirmis durumdayiz.

e Tiim calisanlarimiz, velilerimiz ve 6grencilerimiz etkili ve verimli ¢evirim i¢i materyallerin
kullanim1 konusunda bilgilendirilmistir.

e E-giivenlik ve siber zorbalik konular1 belli derslerimizin yillik planlarina dahil edilmis olup,
bu konularda yil i¢inde 6grencilere bilgi aktarimi devam etmektedir.

e (Cevirimig¢i materyaller 6gretme ve 6grenmenin 6nemli bir parcasi olup miifredat icinde aktif
olarak kullanilmaktadir.

e 10-11 Subat Giivenli Internet Giinii okulumuzda kutlanmaktadir.

e Okulumuz 5651 yasasmma uygun gilivenlik prosediirlerini tamamen uygulamaktadir,
SOPHOS uygulamalari olan HARDWARE FIREWALL ve kurumsal bir yapiya sahip
ANTIVIRUS uygulamasi kullanilmaktadir. Ek olarak wi-fi icin HOTSPOT giivenlik 6nlemi de
sisteme dahil edilmistir. Parola girisi sonrasinda ek bir kullanic1 adi ve parola daha istemekle
birlikte, kullanicinin mac adresinin sisteme kayit edilmesini de gerektiren bir sistemdir.



CEP TELEFONLARI VE KiSISEL CIHAZLARIN KULLANIMI:
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Bu, kisinin hak ve 6zgiirliiklerini ihlal eder

TASINABILIR AYGIT KULLANAMAZ

e Okul saatleri i¢inde Ogrencilerimizin kisisel cep telefonu kullanimi yasaktir. Giindiiz cep
telefonlarin1 miidiir yardimcisina teslim eden 6grenciler aksam ¢ikis saatinde telefonlarini geri
teslim alirlar.

e Cep telefonunu yonetime teslim etmeyen ve cep telefonu ile okul igerisinde video yada
fotograf ceken ogrencilere yasalarin ve Ortadgretim Kurumlari Yonetmeliginin Odiil ve
Disiplin maddeleri geregi islem yapilmaktadir.

e Her tiirlii kisisel cihazlarin sorumlulugu kisinin kendisine aittir.

¢ Okulumuz bu tiir cihazlarin kullanimindan dogacak olumsuz saglik ve yasal sorumluluklar
kabul etmez.

e Okulumuz kisisel cep telefonlarinin ve bilisim cihazlarinin kayip, ¢alinma ve hasardan
korunmasi igin gerekli tiim 6nlemleri alir fakat sorumluluk kisiye aittir.

e Okulumuz 6grencileri, velilerini aramalar gerektigi durumlarda okula ait olan telefonlar1
bir okul idarecisi gdzetiminde kullanabilirler.

e Ogrencilerimiz egitim amach (web 2 araglarinin kullanim1 vb) kisisel cihazlarini kullanmak
icin okul yonetiminden izin almalidir.

e Velilerimiz okul saatleri igerisinde 0&grencileriyle goriisme yapmamalar1 gerektigi
konusunda bilgilendirilirler. Eger zorunlu haller var ise okul yonetiminden izin alarak gériisme
yapmalar1 saglanmalidir.

e Oprencilerimiz cep telefon numaralarmi yalnizca giivenilir kisilerle paylasmalar,
tanimadiklart giivenilir bulmadiklar1 kisilerle cep telefonu gibi kigisel bilgilerini
paylasmamalar1 gerektigi konusunda bilinglendirilmektedirler.

e Calisanlar (6gretmen, idareci, personel vb) kisisel cep telefonlarini ders saatlerinde sessize
alarak ya da kapatarak gorevlerine devam etmelidir.



e Calisanlar (6gretmen, idareci, personel vb) okul politikasina aykiri davranislarda bulunursa
disiplin iglemleri baglatilir.

e Kurum ¢alisanlart (6gretmen, idareci, personel vb) ve 6grenciler sosyal medya ya da sohbet
programlari lizerinden 6grenci ya da kurum c¢alisanlarindan gelecek olan ya da kendilerinin
gonderecekleri her tiirlii igerik ve mesajlasmanin hukuki sorumlulugunu tagimaktadir,
uygunsuz olabilecek her tiirlii icerik ve mesajlagsma ivedilikle okul yonetimi ile paylasilir. Boyle
bir duruma mahal vermemek icin gereken 6nlemler alinir.

E-GUVENLIK EGIiTiMi:

e Ogrenciler i¢in e-giivenlik miifredati ilgili derslerin yillik planlarina eklenerek 6grenciler bu
konularda bilgilendirilir.

¢ Tiim kullanicilarin internet kullanimlar1 bilgi islem birimi tarafindan takip edilmektedir. Bu
bilgi tiim kullanicilara iletilmistir.

e Ogrencilerimizin ihtiyaglar1 dogrultusunda ¢evirim ici giivenligi gelistirmek igin rehberlik
ogretmenleri akran egitimi uygulamaktadir.

e Teknolojiyi olumlu kullanan 6grenciler ddiillendirilecektir.
e Cevirim i¢i glivenlik politikasi tiim ¢aliganlarimiza resmi olarak duyurulacaktir.

e 10-11 Subat Giivenli Internet Giinii okulumuzda kutlanmaktadir. Bu giine yonelik okul
koridorlar1 ve siniflarda pano c¢alismalarimiz ve sosyal medya paylasimlarimiz olur.

CEVRIMICIi OLAYLAR VE KORUMA:

e Okulumuzun tiim iiyeleri ¢evirim i¢i riskler konusunda bilgilendirilecektir. Egitimler
yapilip icerikler agiklanacaktir.

e Okulumuzda yasadis1 igerik, giivenlik ihlali, siber zorbalik, cinsel igerikli mesajlasma, ¢ocuk
istismari, kisisel bilgi giivenligi gibi konularda bilgilendirme ¢alismalar1 yapilmaktadir.

e Okulumuzda internet, bilgi teknolojileri ve ekipmanlarinin yanlis kullanimu ile ilgili tiim
sikayetler okul miidiiriine bildirilecektir.

e Okulumuzun tiim tiyeleri gizlilik ve giivenlik endiselerini ortadan kaldirmak i¢in resmi okul
kurallarina uygun sekilde davranmalari hususunda bilgilendirilir.

¢ Yasanan olumsuzluklarda okul gerekli islemleri yapmakla sorumludur.

e Sorunlarin ¢oziimiinde ¢alisanlar (6gretmen, idareci, personel vb), veliler ve 6grenciler okul
ile birlikte hareket etmelidir.



ULKU PRIMARY SCHOOL E-SAFETY POLICY

E-Safety School Policy Rules And Aims

*With its e-safety studies, Ulkii Primary School aims to protect students,
parents and teachers while using the internet, computers, laptops and mobile
phones.

* As the internet and technology are important parts of life, everyone
awareness should be raised about learning management and strategy

development methods.
* Our policy is prepared for administrators, teachers, parents, all staff and

students and it

is valid for internet access and use of information communication devices.

Responsibilities:
* E-glivenlik politikalarinin gelismesine katkida bulunmak.
* Taking responsibility for professional development in the positive learning
phase.
* Taking responsibility for e-seafety to protect the school and its insiders.
* Using technology safely and responsibly.
* Observing the danger and conveying it to the relevant units in case of

damage.

SCHOOL WEBSITE:

* As Ulkii Primary School, our school's address, telephone, fax and e-mail

address information is available.



* All content published on our site is uploaded to the site by our assistant

managers.

* Our school website is under the responsibility of our IT department and

precautions have been taken.

* Student works are published with the permission of their parents.

SHARING IMAGES AND VIDEOS:

*All photographs and videos that are shared, are allowed by the school
administration in accordance with the school policy and they are shared with
approval.

* Parents' permissions are taken for all student-related posts.

* Photos and videos are not taken and used without the permission of the

student as well as the permission of the parents.

USERS:

*Before a video is prepared by students, students who take part should get
permission from their teachers.

* Parents' permission must be obtained before the event for all student-based
shared activities.

* Video conference will be done through official and approved sites.



*Users, in their personal social media accounts, where students and
employees of the school

cannot share images without approval by the school authorities .

CONTENT:

* While video conferencing, it will be held over the sites where all users can
participate.

* Before communication with other schools, video conferencing must be
established .

* All content that involves school students and staff, will be controlled and

after going through the approval processes, it will be open to sharing.

SAFE USE OF THE INTERNET AND THE OTHER DEVICES:

*

e Internet; while it has become one of the most important tools to access
information, by associating it with the curriculum, we provide right information
to our students and teachers.

*We have integrated our internet access according to the age and abilities of

our students we are in the situation.

* In accordance with our policy of use of all our school information devices, we
have made it safe by filtering.

* All our employees, parents and students will be informed about the use of

effective and efficient online materials.



* E-security and cyberbullying topics are included in the annual plans of
certain courses and The transfer of information to students on these issues
continues throughout the year.

* Online materials are an essential part of teaching and learning, and can be
used actively within the curriculum.

*10-11 February Safe Internet Day is celebrated at our school.

* Our school fully implements security procedures in accordance with 5651
law, HARDWARE FIREWALL with SOPHOS applications and an institutional
structure ANTIVIRUS application is used. In addition, HOTSPOT security
measure for wi-fi is also has been included in the system requesting an
additional username and password after password entry. However, it is a

system that requires the user's mac address to be registered in the system.

USE OF MOBILE PHONES AND PERSONAL DEVICES:

* 1t is forbidden for students to use personal mobile phones during school
hours. Students who their phones with them, give the phones to the manager
assistant and take back when they leave the school.

* Those who do not deliver their mobile phones to the administration and who
use their mobile phones are processed Awards and prizes of the laws and the
Regulation of Secondary Education Institutions and Actions are taken in
accordance with disciplinary provisions

* All kinds of personal devices are in the responsibility of the student himself
or herself.

* Our school does not accept any negative health and legal responsibilities

arising from the use of such devices.



* Our school prevents the loss, theft and damage of personal mobile phones
and information devices. It takes all necessary measures for its protection, but
the responsibility belongs to the person.

* Our school students can use their school phones when they need to call their
parents.They can use it under the supervision of a school administrator.

* Our students who use their personal devices for educational purposes (use of
web 2 tools etc.)
must get permission from the school administration.

* Our parents are informed not to meet with their students during school
hours if it is not so necessary.

If there are compulsory situations, interviewing with the permission of the
school administration,
they can be allowed to see their child.

* Our students share their mobile phone numbers only with trusted
people,they are informed not to share their numbers with people they do not
know and they do not find reliable. They are made aware that they should not
share.

* Employees (teachers, administrators, staff, etc.) keep their personal mobile
phones silent during class hours. They should continue their duties by taking
them to silent mood or by closing them.

*If employees (teacher, administrator, staff, etc.) act against the school policy
, disciplinary actions are initiated.

* Employees of the institution (teachers, administrators, staff, etc.) and
students who use social media or chat, are responsible for the legal liability of

any content and messaging they send. Any content and messaging that may be



inappropriate are immediately shared with the school administration. Such

Necessary measures are taken to prevent a negative situation.

E-SEAFETY TRAINING:

* By adding the e-safety curriculum for students to the annual plans of the
relevant courses, students are informed about the issues.

* Internet usage of all users is monitored by the data processing unit. This
information was conveyed to all users.

*Guidance to improve online security in line with the needs of our students,
teachers practice peer education.

* Students who use technology positively will be rewarded.

* Online security policy will be officially announced to all our employees.
*10-11 February Safe Internet Day is celebrated in our school. We have
billboard works and social media posts in the corridors and classrooms.
ONLINE EVENTS AND PROTECTION:

* All members of our school will be informed about online risks. Trainings will
be made and the contents will be explained.

* lllegal content, security breach, cyberbullying, sexually explicit messaging,
child Information activities are carried out on issues such as abuse of personal
information and security.

*In our school, all the misuse of the internet, information technologies and
equipment complaints will be reported to the school manager.

* All members of our school are informed to act in accordance with eliminate
privacy and security concerns and rules.

* Our school is responsible for taking necessary actions in case of negativity.



*Employees (teachers, administrators, staff, etc.), parents and students will
always move together about solving the problems that occur during the

process.
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